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y Who am |

* Father of 2 great kids

 Mechanical engineer by education

* |T engineer/consultant by choice

* Doing cloudy things in AWS in the last 7 years

* Currently leading a team of AWS ProServ experts @
SoftwareOne

 AWS Community Builder in the Security & ldentity
category since 2020
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"A robust network architecture is the
foundation of both performance and
security in the cloud.”

r






“What are you optimizing for?”

James Hamilton,

SVP & Distinguished Engine
Amazon Web Services



’'ve asked ChatGPT What is VPC?

A Virt aI Private Cloud (VPC) is a
wrtua or environment
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"Multi-VPC or Multi-account is a better

isolation strategy?”
It Depends. (
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*New workloads on
g AWS

Migrations to AWS

(

Traffic Inspection In
AWS



, Single VPC

Multi-VPC / Multi-
Account

Hybrid Connectivity

r

Traffic Inspection in
AWS



Single VPC




Single VPC
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Single VPC / Multi-Account
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AWS Organizations

Multi-Account /
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Multi VPC / Multi-Account




VPC Peering

Your account Third-party
account
VPC 1

T

VPC 3

Instances VPC peering
connection E L—.
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Instances
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Instances VPC peering
connection




VPC Peering l.. 'y
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Transit Gateway
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Hybrid Connectivity



Hybrid Connectivity - site-to-site VPN 30..
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Hybrid Connectivity - Direct Connect 6..,

(58

Amazon VPC
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Amazon VPC
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Traffic Inspection



Inbound inspection - AWS WAF

Supported app:

HTTP(S) VPC
TLS decryption: Subnet (\ﬁ\) Subnet
True AWS WAF

»

Inspection depth: Application.ioad Balancer

Application layer

Data plane:
Distributed

Management:
Centralized via FMS
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Inbound inspection - AWS Network Firewall

AWS Network Firewall
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Inbound inspection - AWS GWLB
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Traffic inspection - AWS Network Firewall

Egress VPC
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Traffic inspection - GWLB
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MAY THE QUESTIONS

-

s

-

makeameme.or
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Where to find me:
Th a n k YO u » https://nickonaws.bunev.net
» https://twitter.com/just4dnick
» https://www.linkedin.com/in/nbunev/

i:\


https://nickonaws.bunev.net/
https://twitter.com/just4nick
https://www.linkedin.com/in/nbunev/
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